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Abstract. In this technical report, we investigate the security of the eSTREAM phase 3
stream cipher candidate F-FCSR. Our analysis shows a link to an equivalent representation.
We conclude that this other representation is not weaker than the original one and thus does
not constitute a practical threat.
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1 Introduction

Linear feedback shift registers (LFSRs) provide an efficient method for generating
pseudorandom sequences with good statistical properties, they are widely used in
stream cipher designs. However, the inherent linear structure must be overcome with
additional methods, such as nonlinear filtering functions. As a potential replacement
device of LFSRs, feedback shift registers with carry (FCSRs) have been investigated.
The eSTREAM phase 3 candidate F-FCSR consists of an FCSR with 8 (resp. 16 in
another instance) linear, thus hardware-efficient filters applied to the main register of
the FCSR automaton to produce 8 (resp. 16) keystream bits with each iteration. The
security of F-FCSR was investigated in different directions, and it was recently noted
in [8] that an equivalent description exists. It is an open question if this equivalent
description results in a simplified structure to be used in a cryptanalytic attack. In the
new description (1) only one variable of the main state is updated in each iteration,
(2) the memory is very small, but (3) the filter is transformed. We focus our analysis
on this alternative description of F-FCSR.

2 Theoretical Background

An FCSR can be represented in Fibonacci or Galois architecture, see [6]. In this
section, we review the definition and some basic theory from [1,2,6,7] on FCSRs in
both representations.

2.1 2-Adic Numbers and Periods

Following the definition in [7], we call a state of a finite state machine (an FCSR, for
instance) periodic if, left to run, the machine will return to that same state after a
finite number of steps. Similarly, we call a sequence u = (u;);>¢ (strictly) periodic
with period T if u;. 7 = u; for all 7 > 0. We call a sequence u eventually periodic if
there exists a ¢ > 0 such that ' = (u;);>; is periodic. A 2-adic integer is a formal



power series a = Y~ ;2" with u; € {0,1}. The collection of all such formal power
series forms the ring of 2-adic numbers. This ring especially contains rational numbers
p/q where p and ¢ are integers and ¢ is odd. Such rational numbers and eventually
periodic binary sequences are linked by the following well-known theorem [7].

Theorem 1. There is a one-to-one correspondence between rational numbers o =
p/q (where q is odd) and eventually periodic binary sequences u which associates
to each such rational number « the bit sequence u = (ug,us,us,...) of its 2-adic
expansion. The sequence u is strictly periodic if and only if o < 0 and |a| < 1.

2.2 Galois FCSRs

Description. A Galois FCSR (which is similar to a Galois LFSR) consists of n bi-
nary register cells z = (xg,...,2,_1) with some fixed binary feedback positions
d = (dy,...,d,_1), and n— 1 binary memory cells a = (aq, . .., a,_2). We also use the
integer representation r = Z;:Ol 2'z; (correspondingly for d and a). Starting from
an initial configuration (z,a), zo is output, and the sums o; = ;41 + a;d; + xod; are
computed for 0 < i < n (with z, = 0, a,_1 = 0). Then, the state is updated by
x; «— o0; mod 2 for 0 < i <mn, and a; < div 2 for all 0 < i <n — 1, see Fig. 1.

Fig. 1. FCSR with Galois architecture.

FEvolution of the States. Consider the special case where memory bits of a Galois FCSR
are only present on those positions with feedback (which means that the effective
number of memory bits is [ < n, and a can only have some restricted values). In this
case, the Galois FCSR can be described by the connection integer ¢ = 1 — 2d. The
initial state is denoted (x, a), with an associated value p = x + 2a (assuming that x is
not the all-zero or all-one state). Note that different states (z, a) may lead to the same
p, i.e., the function to compute p from (x, a) is not injective. The sequence generated
by the FCSR is the 2-adic expansion of p/q, i.e., the output sequence depends only
on p and ¢ [6]. In other words, let p! be the state at time ¢, with initial state p® = p.
Then the Galois FCSR produces 2p'™! = p' mod ¢, or

p'=2""p modgq, (1)

and the output bit at time ¢ is 2* = p* mod 2. It is 0 < p < |q|, hence the output
sequence is periodic (see Th. 1). According to Eq. 1, the period of the output sequence



is the order of 2 modulo ¢. The maximum value of the period is |g| —1 and can only be
reached if |g| is prime [1]. In the case of a maximum-length FCSR, i.e., the period of
the output sequence is maximal, the transition graph representing the evolution of the
states (z, a) consists of a main cycle of length |¢| —1 with small paths converging to it.
It is known [4] that any state (x,a) converges to the main cycle (i.e. it synchronizes)
after at most n + 4 iterations. Furthermore, a single cycle of the output consists of
two half periods (which are binary complements of each other).

2.3 Fibonacci FCSRs

Description. A Fibonacci FCSR consists of a main register y = (yo,...,Yn—1) of
n bits, with some fixed binary feedback taps d = (do,...,d,—1) and an additional
memory register b of [ bits. Starting from an initial configuration (y,b), yo is output,
the sum o = b+ Z?:_Ol Y;d,—;—1 is computed, and the registers are updated according
toy «— (y1,..-,Yn_1,0 mod 2) and b « o div 2, see Fig. 2. If the Fibonacci FCSR
is in a periodic state, then the value of the memory b is in the range 0 < b < wt(d),
where wt(d) denotes the Hamming weight of d, see [6].
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Fig. 2. FCSR with Fibonacci architecture.

Fvolution of the States. The connection integer is again defined by ¢ = 1 — 2d, and
the state is represented by an integer p. Then, the output sequence of the Fibonacci
FCSR is again the 2-adic expansion of p/q. However, p does not correspond to y + 2b
here, but to

n—1 k
P = b2" — Z Z dj—lyk—j2k (2)

k=0 j=0

where d_; = —1, see [6]. If memory bits of a Galois FCSR are only present on those
positions with feedback (i.e., for Galois FCSRs represented by a connection integer
q), then the Galois FCSR can be mapped to a Fibonacci FCSR (and vice versa) with
the same connection integer ¢ = 1 — 2d such that both produce the same output.
Note that a Galois FCSR can be implemented more efficiently than a Fibonacci FCSR
since the additions may be carried out in parallel.



3 Sequences Produced by a Single Galois Register Cell

In a Galois FCSR, the values z; in the main register are modified in each cycle, and
not only shifted. Assume an initial state (x,a) and a connection integer ¢ = 1 — 2d.
Then, according to Th. 4 in [1], there exists some p; such that the sequence ()0
of values produced by a fixed register cell i in a Galois FCSR corresponds to the
2-adic expansion of p;/q. From [3], we know that p; = Fj(z,a) - ¢ + M; - p with
Fi(z,a) = Z;.:il (z;+2a;)2’~" and with constants M; = 2 Z?;il d;27~". The following
proposition is a simple consequence of this for periodic states:

Proposition 1. Consider a mazimum-length Galois FCSR with initial state (x,a)
and output sequence (p* mod 2);>0, where p° = x + 2a. If (x,a) is a periodic state,
the sequence ()0 of a fized register cell i corresponds to (p"*5 mod 2)i>0 with a
phase shift s; = —log,(M;) mod q and M; =23 """ d; 27—,

J=t

Proof. 1f (x,a) is periodic, the 2-adic expansions of p;/q have to be strictly periodic
for all 4. Th. 1 implies that 0 < p; < |g|, hence p; = p; mod ¢ = M, - p mod q.
In a maximum-length Galois FCSR, each possible value of p; mod ¢ is passed after
a number of s; iterations of p, hence p; = 27%p mod ¢, and we can set M; = 27%
mod gq. O

Note that the phase shifts s; are independent of the initial state p and depend on i
(and ¢) only. Here is an example:

Ezample 1. Consider the toy example of [1] with ¢ = —347, hence n = 8 and d = 174.
The output of the FCSR is strictly periodic with period —g—1 = 346. We find M, = 1,
My =174, My = 86, M3 = 42, M, = 20, M5 = 10, Mg = 4, M, = 2. The phase shifts
are sg =0, s;1 =1, s9 = 23, s3 = 250, s4 = 67, s5 = 68, sg = 344, s; = 345. O

4 A Canonical Representative for [p]

Note that more than one state (x,a) may be mapped to p € Z|4+1. We define an
equivalence relation ~ on the set of FCSR-states in Galois representation by

(r,a) ~ (2',d) & x+2a=12"+2d modq .

With the following proposition, we define a canonical representative for the equiva-
lence classes [p].

Proposition 2. For a state (z,a) with p = x+2a of a mazimum-length Galois FCSR
with connection integer q, the only strictly periodic state in the equivalence class [p]
is the state (x',a’) with x, = M; -p mod ¢ mod 2 and o’ = (p —2')/2.

Proof. Let p = x + 2a. We have 2’ + 2d’ = 2/ + 2”_7”"/ =12 +p— 12 = p, hence
(',a’) ~ (x,a). In the case p = 0, we have (z,a) = (0,0) = (2/,d’), and (z%,a") =
(0,0) for all ¢, so (2/,a’) is periodic. Similarly for p = |q|, the only possible state
(z,a)is (2" —1,d — 2"1), and this state is periodic [1]. If p # 0, the state transition
graph representing the evolution of the states (z',a') consists of a main cycle of



length |¢| — 1 and paths converging to it. Hence, for each state (x,a) there exists
exactly one equivalent state (Z,a) that lies on the main cycle. For this state (Z,a),
the sequences (#!);>0 have to be strictly periodic. Due to Prop. 1, the first bit of the
2-adic expansion of p;/q and hence z is equal to p; mod 2 with p; = M; - p mod q.
Moreover, a is uniquely determined by Z and p, which implies (Z,a) = (2/,a’). O

This suggests to define the state (z’,a’) as the canonical representative for the equiv-
alence class [z/ + 2a/]. Here is an example:

Example 2. Let ¢ = —347, hence n = 8 and d = 174. For p = 100, we find the
canonical representative (2',a’) = (80, 10) which is a strictly periodic state. O

5 Analysis of F-FCSR in Fibonacci Representation

We recall the specification of two instances of the F-FCSR family of stream ciphers
and present our analysis in Fibonacci representation.

5.1 Filtered FCSRs

In [2], the stream cipher F-FCSR-H with security level 80 bits was presented. It consists
of a Galois FCSR of size n = 160 and with a memory of size | = 82. There are
k = 8 fixed linear filter functions (applied on the intermediate state bits of the Galois
FCSR) to produce 8 keystream bits in each iteration. A similar stream cipher F-FCSR-
16 with security level 128 bits was presented, with n = 256, [ = 130 and k = 16.
According to [1,3], we can expect the FCSR to be in a periodic state after the key/IV
setup has completed. Our observations imply that both versions of F-FCSR can be
equivalently described based on a Fibonacci FCSR instead of a Galois FCSR, but with
a transformed filter. This transformation can be done in different ways, which gives
different scenarios of potential attacks.

5.2 Transformation with Nonlinear Filter

If the initialization p of the Galois FCSR of F-FCSR is known, it can be mapped to an
initial state of a Fibonacci FCSR such that both versions produce the same output.
The advantage of the Fibonacci representation (from a cryptanalytic point of view)
is that only one bit of the main state is modified per iteration, and 8 bits are sent
to the keystream. However, this also requires a transformation of the linear filter to
obtain the correct keystream: the linear filter of F-FCSR operates on the intermediate
states of the Galois FCSR. In order to compute the input of the filter function, we
need to compute the values of certain Galois main register cells in each clock cycle:

Proposition 3. The value x; of the i-th cell in the main register of the Galois FCSR
can be computed from the (strictly) periodic state (y,b) of the corresponding Fibonacci

FCSR by
n—1 k
x; = M; <b2" — Z Z dj_lyk_j2k> mod ¢ mod 2 . (3)

k=0 j=0



Proof. We first use Eq. 2 to compute the value of p that corresponds to the Fibonacci
state (y,b) and then apply Prop. 2 to compute p;. O

Hence, every keystream reveals the sum of several bits given by Eq. 3, but we currently
see no way to efficiently exploit these relations.

5.3 Transformation with Linear Filter

Given some periodic initialization (z,a) of a maximum-length Galois FCSR, the se-
quence of a cell i corresponds to the FCSR output with a phase shift s;, see Prop. 1.
Consequently, the F-FCSR keystream can be produced by a linear filter applied on the
FCSR output, where the required size of the FCSR output depends on the values of
the involved s;. The FCSR output can be produced with a Fibonacci FCSR (initialized
by the state corresponding to p). Alternatively, one could think of an FCSR-combiner
with linear filter, where the number of identical FCSRs correspond to the number of
filter taps, and where the initial states are not independent, but related according to
Prop. 1.

5.4 Attack with Linearization

We describe a trivial attack on a Fibonacci FCSR with n = 160, [ = 82 and with £k = 8
linear filters. Initially, there are 160 binary variables (ignoring the memory), and each
updated bit is represented by a new variable (ignoring the details of the construction
and assuming independence). Each iteration gives another 8 linear equations in these
(initial and newly introduced) state variables. The main state can be recovered by
solving the system of linear equations, if the number of equations is at least as large as
the number of variables. This requires r iterations, where 8 > 160+ r. Consequently,
r = 23 iterations are sufficient, or 184 bits of keystream. Gaussian elimination of
this system requires a computational effort of about 1843, which is about 2%3. After
recovering the main state, one can recover the memory state. If the FCSR is in a
periodic state (which can be expected already after the initialization phase), then the
effective size of the memory state reduces to 7 bits. Consequently, the memory can
be guessed or recovered by FCSR-synthesis, and the whole state can be recovered in
about 2% steps and with less than 200 bits of keystream. A similar attack is possible
for any other construction of this type with k£ > 1.

However, the stream cipher F-FCSR with Fibonacci representation and with lin-
ear filters has initially a number of variables which corresponds to the maximum of
involved s;. In Appendix A, we observe that the phase shifts s; for F-FCSR-H are dis-
tributed over a significant part of the period of the FCSR output sequence. Depending
on the linear filters, the extracted bits to produce one keystream bit may involve the
whole cycle of FCSR output. On the other hand, the FCSR-combination generator
requires many new variables. Consequently, we expect that the above scenario does
not constitute a practical threat to neither of the two F-FCSR instances.

6 Conclusion

In this paper we have given a simplified description of the sequences produced by a
single cell of a Galois FCSR given the register’s initial state is periodic. Additionally



we have shown how to compute for a given state of a maximum length FCSR the
unique equivalent periodic state. Based on these observations and the well-known
correspondence between Fibonacci and Galois representations of FCSRs, we have
proposed several new attack strategies. Currently, our analysis does not lead to an
efficient attack, but may be useful as a starting point for further cryptanalytic re-
search.
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